


This guidance provides clarification on the requirements
for VASPs to comply with the Travel Rule. This guidance
does not replace any previously issued law or guidance.
This Guidance should be read together with the Virtual
Assets Service Providers Guide to the Prevention of
Money Laundering, Terrorist Financing and Proliferation
Financing and other relevant laws and regulations
applicable to VASPs.

Introduction
and Context

The Financial Action Task Force (FATF) introduced
the Travel Rule’ in 2019 by way of a revision to
Recommendation 15 to extend anti-money
laundering, counter terrorist financing and counter-
proliferation financing obligations to virtual assets
(VA) and Virtual Assets Services Providers (VASPs).
The amendment to the recommendation required
countries to identify and assess their money
laundering (ML) and terrorist financing (TF) related
risks for new, developing and preexisting
technologies. Further updates and reports by the
FATF resulted in the revision of Recommendation
16, which also impacts VASPs.

FATF Recommendations 15 (New Technologies)
and 16 (Wire Transfers) were updated because of
the advancement of new technologies and wire
transfers are of particular importance to VASPs.
FATF's amendments to Recommendations 15 and
16 together with Interpretive Notes brought VASPs
into scope for compliance with AML/CFT
obligations. Therefore, VASPs must assess their
ML, TF and PF risks posed by counterparty VASPs
which requires due diligence assessments of those
counterparty VASPs.

VASPs in scope of BVI are required to be registered
in accordance with the Virtual Assets Services
Providers Act, 2022 (the “Act”) and comply with all
relevant laws. The Travel Rule was integrated into
BVI law with the 2023 amendments to the Anti-
Money Laundering Code of Practice (“AMLTFCoP”)
and the Anti-Money Laundering Regulations
(“AMLR”). Sections 19(4) and Part VA, sections 41B
through 41F of the AMLTFCoP, refer. Therefore,
all VASPs operating in and from within the Virgin
Islands (VI) are required to comply with and
operationalize the Travel Rule.


https://www.bvifsc.vg/sites/default/files/vasp_aml_cft_guidance.pdf

Obligations of
Directors and
Senior Officers

Directors and Senior Officers of VI registered VASPs are
responsible for ensuring compliance with the AMLTFCoP, the
AMLR and other applicable laws. In addition, Directors and
Senior Officers of VI VASPs are reminded of the requirements
under section 25 of the Act to ensure VASP compliance with
relevant laws, “including compliance with other enactments
relating to money laundering, terrorist financing and
proliferation financing.” As such, Directors and Senior Officers
must ensure that their governance framework provides for
effective oversight and implementation that ensures compliance
with the Travel Rule.

Application of the FATF Travel
Rule to BVI VASPs

In the conduct of their operations, VASPs must:

e Dbe able to demonstrate that reasonable steps have been taken and controls implemented to ensure
compliance with the Travel Rule. This can include the VASP’s documented AML/CFT policies, procedures and
controls. A VASP may use a third-party service provider (Travel Rule Service Provider) to implement and
operationalise the Travel Rule requirements. However, the VASP must, before it engages the service
provider, and during the relationship ensure that the provider is appropriately risk assessed. The Commission,
in its assessment of a VASP during its application for licensing, upon registration and as part of its ongoing
supervision, requires full disclosure of any data or other information in relation to a Travel Rule service provider
with whom a VASP has entered into an agreement with.

e comply with the Travel Rule when sending and/or receiving virtual assets. This includes complete originator and
beneficiary information.

e monitor on an ongoing basis the implementation of the Travel Rule in other jurisdictions in the ongoing assessment
of counterparty risk emanating from a VASP with whom they engage with.
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Where VASPs send virtual assets to a jurisdiction without full Travel Rule
implementation, it is expected that VASPs will

o takeall reasonable steps to determine whether the recipient VASP can properly receive the required information.

e collect and retain all information relating to transactions where the recipient VASP cannot receive the required
information, which is to be made available to the Commission and the relevant competent authorities and law
enforcement agencies upon request and without delay.

When receiving a virtual asset transfer from a jurisdiction without the Travel Rule

e where avirtual asset transfer is missing information or the information provided is incomplete, the VI registered
VASP should consider the jurisdiction in which the originator VASP operates and the status of Travel Rule
implementation in that jurisdiction.

e a VI VASP should consider all relevant factors such as status of travel rule, missing information, geographic and
country risk etc. in its risk assessment prior to deciding whether funds are made available to the intended
beneficiary.

o VASPs may use blockchain analytics to inform their risk assessments of VASPs operating in jurisdictions without
the Travel Rule. This does not negate the requirements for VI VASPs to achieve compliance with their AML/
CFT/CPF obligations, which includes reporting suspicious transaction reports (STRs) to the BVI Financial
Investigation Agency (FIA).

Required information that must accompany an inter-VASP transfer

Originator VASPs should ensure the following information accompanies all transfers with sufficient detail to
ensure that all relevant parties including originator and beneficiary can be readily identifiable.

a) The name and address of the originator

b) The registered or trading names where the originator or beneficiary is a legal structure

c) The account number of the originator where the account is used to process a transaction and the account
number of the beneficiary or other unique transaction identifiers

d) The originator’s date and place of birth; or the customer identification number or national identity number
of the payer
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It is the responsibility of a VASP to ensure that they have appropriate and effective policies, procedures and controls
to detect missing or inaccurate information including that related to the beneficiary and to respond accordingly.
VASPs must periodically test and record findings of the robustness of these systems.

It is expected that the provision of the required information by the originator VASP occurs before or at the moment

the transaction is completed. The transaction is completed when the recipient VASP makes the virtual
assets available to the beneficiary.

Transaction Threshold

¢ \When assessing whether a transfer is equal to our exceeds the USD 1,000, VASPs should take the USD value
recorded at the time of the transfer is executed by the originator.

e Transfers of funds not exceeding USD 1,000 should be subject to scrutiny on a risk-based approach to assess

whether the funds to be transferred are , connected to criminal activity or appear to be structured to evade
detection of money laundering, terrorist financing, or proliferation financing.

Aggregated transactions from the same or connected originator to the same or connected beneficiary over a
short period of time should be considered as linked transactions. It is expected that VASPs will have policies,

procedures and controls in place to detect potentially linked transactions.

e The characteristics of the transactions should be assessed and considered when identifying linked transactions.
For example, where several payments are made to the same recipient from one or more sources over a short
period of time, or where a customer regularly transfers funds to one or more sources. For lower-risk situations, a

longer period of time (such as 3 to 6 months) for linking transactions may be more appropriate, provided that this
is not a common occurrence.

Examples of In-scope transfers

» Intragroup transfers (those transfers between different legal entities within the same group).

o Transfer between VASPs where the originator and beneficiary are the same person (for example, an individual has
established accounts with two or more VASPs).

Examples of Out-of-scope transfers

o Transfers where both the originator and beneficiary hold accounts with the same VASP
¢ Transfers between two VASPs acting on their own behalf.

¢ Transfers of funds not exceeding USD 1,000 unless there are reasonable grounds for suspecting that the funds to
be transferred are connected to money laundering, terrorist financing or proliferation financing activities.



Intermediary VASPs

e An “intermediary VASP” is a service provider that participates in the execution of a transfer of virtual assets and
is not the originating VASP or the beneficiary VASP.

e |t is the responsibility of the intermediary VASP to check whether all information required has been received
before completing the transfer of virtual assets. Where information is missing or incomplete, it is
expected that the intermediary VASP will consider whether to delay the onward transfer until the
information is received. This consideration should follow a risk-based approach and be sufficiently
documented such that all Competent Authorities can understand why the transfer of virtual assets was
either completed or delayed/refused.

e |tis expected that the intermediary VASP will send on any requested information which is received after it has
transferred the virtual asset, as soon as is practicable, to a receiving VASP.

Unhosted Wallets: Ensuring
Beneficial Ownership and Control

Transfers to/from unhosted wallets
e VI VASPs should adopt a risk-based approach when dealing with unhosted wallet transfers.

e Inarriving at the risk rating from an unhosted transfer of virtual assets the VASP may take into
account:

a) The purpose and nature of the business relationship with the owner/beneficial owner of the unhosted wallet.

b) The jurisdiction of the unhosted wallet.

) The value and/or frequency of the transfer(s)/linked transfers to/from the unhosted wallet.

d) Outputs from Blockchain Analytics solutions detailing any association of the unhosted wallet with illicit activities.

e) Information the VASP obtained during the establishment of the business relationship and/or during the
relationship with the customer.




In higher risk cases, VASPs should also consider further steps to verify the ownership and control of the unhosted
wallet. This caninclude additional verification methods, such as the ‘Satoshi Test’, where a small amount of virtual
assets is to be sent to a specified wallet address, or through ‘Address Ownership Proof Protocol’, which allows a
VASP to verify the ownership of an unhosted wallet. VASPs may use other measures that allow for robust
verification to ensure that they validate ownership and control of an unhosted wallet.

Where a VASP does not obtain sufficient information to be comfortable with the ownership and control of the
unhosted wallet, the virtual assets should not be made available to the intended beneficiary. Additionally, a VASP
should determine whether the activity raises suspicion of ML, TF, PF or other criminal activity and file a
suspicious transaction report to the FIA without delay.



Definitions/Glossary

——
AML Anti Money Laundering
AMLTFCOP Anti-money Laundering and Terrorist Financing Code of Practice, Revised Edition 2020
AMLR Anti-money Laundering Regulations, Revised Edition 2020
BVI British Virgin Islands
CFT Countering the Financing of Terrorism
CPF Counter Proliferarion Financing
FATE Financial Action Task Force, which is the international standard setter for Anti-money Laundering (AML),

Counter-terrorist Financing (CFT) and Counter-proliferation Financing standards

FATF Travel Rule

The requirement developed by FATF that sets out the need for VASPs to collect originator and beneficiary
information for transfers of virtual assets as a part of their AML/CFT/CPF compliance framework

Hash Number

A number generated from a cryptographic hash function

oTC

Over The Counter

STR

Suspicious Transaction Report

Unhosted Wallet

awallet not hosted by a VASP

usD

United States Dollars

VI

Virgin Islands

Virtual Asset

Adigital representation of value that can be digitally traded or transferred, and can be used for payment or
invest-ment purposes, but does not include

(a) digital representations of fiat currencies and other assets or matters specified in the Guidelines; or

(b) adigital record of a credit against a financial institution of fiat currency, securities or other financial assets
that can be transferred digitally.

Virtual Assets Service

The business of engaging, on behalf of another person, in any VASP activity or operation (as outlined in the
defini-tion of “VASP”), and includes

(a) hosting wallets or maintaining custody or control over another person’s virtual asset, wallet or private key;

(b) providing financial services relating to the issuance, offer or sale of a virtual asset;

(c) providing kiosks (such as automatic teller machines, bitcoin teller machines or vending machines) for the
purpose of facilitating virtual assets activities through electronic terminals to enable the owner or operator of the
kiosk to actively facilitate the exchange of virtual assets for fiat currency or other virtual assets; or

(d) engagingin any other activity that, under guidelines issued pursuant to section 41A of the FSCA, constitutes
the carrying on of the business of providing virtual asset service or issuing virtual assets or being involved in
virtual asset activity.

VASP

Avirtual asset service provider who provides, as a business, a virtual assets service and is registered under this
Act to conduct one or more of the following activities or operations for or on behalf of another person

(a) exchange between virtual assets and fiat currencies;

(b) exchange between one or more forms of virtual assets;

(c) transfer of virtual assets, where the transfer relates to conducting a transaction on behalf of another person
that moves a virtual asset from one virtual asset address or account to another;

(d) safekeeping or administration of virtual assets or instruments enabling control over virtual assets;

(e) participationin, and provision of, finanzcial services related to an issuer’s offer or sale of a virtual asset; or

(f) perform such other activity or operation as may be specified in this Act or as may be prescribed by regulations
made under section 47.






