Update to the UK Sanctions List: Cyber Regime

Please be advised that on 11 February 2025, the UK Government designated 8 individuals/entities under the Cyber Sanctions Regime.
These sanctions target ZSERVERS, a key component of Russia's cybercrime supply chain and six of its members, as well as its UK
front company, XHOST Internet Solutions LP. ZSERVERS provide vital infrastructure for cybercriminals as they plan and execute

attacks against the UK.

Those being sanctioned are:

Unique ID OFSI Name
Group ID

CYB0064 16746 ZSERVERS

CYBO0065 16747 XHOST Internet
Solutions LP

CYBO0066 16748 Aleksandr Sergeyevich
Bolshakov

CYBO0067 16749 Aleksandr Igorevich
Mishin

CYBO0068 16750 llya Vladimirovich
Sidorov

CYBO0069 16751 Dmitry Konstantinovich
Bolshakov

CYBO0070 16752 Igor Vladimirovich
Odintsov

CYBO0071 16753 Vladimir Vladimirovich

Ananev
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https://www.bvifsc.vg/sites/default/files/11_february_2025_-cyb0064_-_zservers.pdf
https://www.bvifsc.vg/sites/default/files/11_february_2025_-cyb0065_-_xhost_internet_solutions_lp.pdf
https://www.bvifsc.vg/sites/default/files/11_february_2025_-cyb0066_-aleksandr_sergeyevich_bolshakov.pdf
https://www.bvifsc.vg/sites/default/files/11_february_2025_-cyb0067_-aleksandr_igorevich_mishin.pdf
https://www.bvifsc.vg/sites/default/files/11_february_2025_-cyb0068_-_ilya_vladimirovich_sidorov.pdf
https://www.bvifsc.vg/sites/default/files/11_february_2025_-cyb0069_-_dmitry_konstantinovich_bolshakov.pdf
https://www.bvifsc.vg/sites/default/files/11_february_2025_cyb0070_-igor_vladimirovich_odintsov.pdf
https://www.bvifsc.vg/sites/default/files/11_february_2025_-_cyb0071_-_ananev_vladimir_vladimirovich.pdf

* Link to UK Sanctions List: https://www.gov.uk/government/publications/the-uk-sanctions-list
* Link to Consolidated List: https://www.gov.uk/government/publications/financial-sanctions-consolidated-list-of-targets/consolidated-list-of-targets
¢ Date of Update: 11 February 2025

Key Actions:

» Supervisory authorities are requested to notify their supervised entities, as applicable, to ensure compliance.

¢ Please review the updated list and make any necessary adjustments to your records or processes.

e You are advised to take all necessary steps to ensure adherence to the obligations imposed by the updated sanctions list, including freezing of assets,
prohibition of transactions, compliance reporting, or any other applicable measures.

Should you have any questions regarding this update, please contact the Virgin Islands Sanctions Unit at sanctions@gov.vg.
For ease of reference to access this listing under the UK Sanctions List webpage, please go to:

“Search the UK Sanctions List”

“More Search Options”

Enter in the date (Day, Month and Year) in which the designations were made (for e.g. 11 February 2025)

Hit “Search” to obtain the list of designations for the date in question.
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